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Gliffy Macro Error
An error occurred while rendering this diagram. Please contact your administrator.

®* Name: LDAP Azure AD

secure LDAP Azure Active Directory Domain.

Azure AD aadds.webitel.com . PowerShell

# Define your own DNS nane used by your Azure AD DS nanaged donmin
$dnsNane="aadds. webi t el . cont

# Get the current date to set a one-year expiration
$lifetine=CGet-Date

# Create a self-signed certificate for use with Azure AD DS

New Sel f Si gnedCertificate -Subject *.$dnsNane °
-Not After $lifetine. AddDays(365) -KeyUsage Digital Signature, KeyEnciphernent
-Type SSLServer Aut hentication -DnsNane *. $dnsNanme, $dnsNane

Microsoft Management Console (MMC) . MMC Console Root. Certificates (Local Computer), Personal node:
blocked URL
, All Tasks > Export

blocked URL


https://docs.webitel.com/pages/viewpage.action?pageId=168362003
https://learn.microsoft.com/en-gb/azure/active-directory-domain-services/tutorial-configure-ldaps
https://www.miniorange.com/images/azure-ldaps/certificate.png
https://www.miniorange.com/images/azure-ldaps/certificate_export.png
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https://www.miniorange.com/images/azure-ldaps/export_private_key.png
https://www.miniorange.com/images/azure-ldaps/personal_information_exchange.png
https://www.miniorange.com/images/azure-ldaps/password_for_certificate.png
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https://www.miniorange.com/images/azure-ldaps/azure_secure_ldap_settings.png
https://www.miniorange.com/images/azure-ldaps/azure_secure_ldap_config.png

openssl s_client -connect |daps.aadds.webitel.com 636

CONNECTED
(00000003)

depth=0 CN = *. aadds.webitel.
com

verify error:nunrl8: sel f signed
certificate

verify return:

1

depth=0 CN = *.aadds.webitel.
com

verify return:

1
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2. SSO (single sign-on) -  OpenlD Connect

Webitel  OpenlD Connect, (SSO) (2FA)

Azure Active Directory App registrations:

New registration
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redirect URI  webitel : https://my.webitel.site/api/login/complete

Application (client) ID OpenID Connect metadata document:
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Client credentials:
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1. Application (client) ID
2. Value
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