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  StartSSL    wss?

 

     SSL     www.startssl.com

 

   (  demo-srv.webitel.com)     Private Key, Certificate    .Class 1 Intermediate Server CA

   /opt/webitel/certs
 Private Key   /opt/webitel/certs/wss.key
 Certificate   /opt/webitel/certs/wss.crt
 Class 1 Intermediate Server CA: wget https://www.startssl.com/certs/sub.class1.server.ca.pem

   webitel

 pfx   webitel: 

openssl pkcs12 -export -in wss.crt -inkey wss.key -out certificate.pfx -certfile sub.class1.server.ca.pem

 certificate.pfx  webitel   : /opt/webitel/srv/Webitel.EventWebSocket.addin

Webitel.EventWebSocket.addin

      <section name="config">
        <set type="setup" name="listen-ip" value="Any"/>
        <set type="setup" name="listen-port" value="6871"/>
        <set type="setup" name="max-connect-count" value="100"/>
        <set type="setup" name="max-request-length" value="100000"/>
        <set type="setup" name="json-format-indent" value="true"/>
                <set type="setup" name="security" value="tls"/>
        <set type="setup" name="certificate" value="/opt/webitel/certs/certificate.pfx"/>
        <set type="setup" name="password" value="itsferapass1"/>
      </section>

  webitel
,      c  :

openssl s_client -showcerts -connect demo-srv.webitel.com:6871

   :

CONNECTED(00000003)
depth=0 C = UA, CN = demo-srv.webitel.com, emailAddress = chuchko@it-sfera.com.ua
verify error:num=20:unable to get local issuer certificate
verify return:1
depth=0 C = UA, CN = demo-srv.webitel.com, emailAddress = chuchko@it-sfera.com.ua
verify error:num=27:certificate not trusted
verify return:1
depth=0 C = UA, CN = demo-srv.webitel.com, emailAddress = chuchko@it-sfera.com.ua
verify error:num=21:unable to verify the first certificate
verify return:1
---

DEPRECATED

 : Webitel 3.1  StartSSL   wss

          StartSSL.

https://www.startssl.com/
https://www.startssl.com/certs/sub.class1.server.ca.pem
https://www.startssl.com/certs/sub.class1.server.ca.pem
https://docs.webitel.com/pages/viewpage.action?pageId=34963464


Certificate chain
 0 s:/C=UA/CN=demo-srv.webitel.com/emailAddress=chuchko@it-sfera.com.ua
   i:/C=IL/O=StartCom Ltd./OU=Secure Digital Certificate Signing/CN=StartCom Class 1 Primary Intermediate 
Server CA
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
---
Server certificate
subject=/C=UA/CN=demo-srv.webitel.com/emailAddress=chuchko@it-sfera.com.ua
issuer=/C=IL/O=StartCom Ltd./OU=Secure Digital Certificate Signing/CN=StartCom Class 1 Primary Intermediate 
Server CA
---
No client certificate CA names sent
---
SSL handshake has read 1740 bytes and written 589 bytes
---
New, TLSv1/SSLv3, Cipher is AES256-SHA
Server public key is 2048 bit
Secure Renegotiation IS NOT supported
Compression: NONE
Expansion: NONE
SSL-Session:
    Protocol  : TLSv1
    Cipher    : AES256-SHA
    Session-ID:
    Session-ID-ctx:
    Master-Key: 3819079D8181F4624ABB65F2CD0D6F6842F93AF4670DF63486297010B6C6AB72EC508DF591D23596A976E4C2C4FF98B9
    Key-Arg   : None
    Krb5 Principal: None
    PSK identity: None
    PSK identity hint: None
    Start Time: 1411737613
    Timeout   : 300 (sec)
    Verify return code: 21 (unable to verify the first certificate)
---
read:errno=0
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   WebRTC

 pem   FreeSWITCH:

cat wss.crt wss.key sub.class1.server.ca.pem > wss.pem
cp wss.pem dtls-srtp.pem

 wss.pem  FreeSWITCH   : /opt/webitel/switch/conf/sip_profiles/internal.xml

<param name="tls-cert-dir" value="/opt/webitel/certs"/>
<param name="wss-binding" value=":7443"/>

 FreeSWITCH
 :

openssl s_client -showcerts -connect demo-srv.webitel.com:7443

   :

CONNECTED(00000003)
depth=2 C = IL, O = StartCom Ltd., OU = Secure Digital Certificate Signing, CN = StartCom Certification 
Authority
verify return:1
depth=1 C = IL, O = StartCom Ltd., OU = Secure Digital Certificate Signing, CN = StartCom Class 1 Primary 
Intermediate Server CA
verify return:1
depth=0 C = UA, CN = demo-srv.webitel.com, emailAddress = chuchko@it-sfera.com.ua
verify return:1
---
Certificate chain
 0 s:/C=UA/CN=demo-srv.webitel.com/emailAddress=chuchko@it-sfera.com.ua
   i:/C=IL/O=StartCom Ltd./OU=Secure Digital Certificate Signing/CN=StartCom Class 1 Primary Intermediate 
Server CA
-----BEGIN CERTIFICATE-----wSzjpPtFxZo8aqgN8xTN99KEHJpMxfPyvXuXVhzVlp7ibfryjwyF5RPKbRqP+HSE
kirF27bNzZ8Pe1AfW5LkmwM15oVb6pG+nASR32BkOaig3reZqWFsTUPsjA8Tp8GH
PUbIoZoIIyE1yHo2ztPSGbLRDkFJ5D+onK2okoIJ5OfU7Oc0YR4equHzvWkTYcyK
YW6X6TAOrA9C5ReGYKUTHKUn7nnfYZJynaQ=
-----END CERTIFICATE-----
 1 s:/C=IL/O=StartCom Ltd./OU=Secure Digital Certificate Signing/CN=StartCom Class 1 Primary Intermediate 
Server CA
   i:/C=IL/O=StartCom Ltd./OU=Secure Digital Certificate Signing/CN=StartCom Certification Authority
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 2 s:/C=IL/O=StartCom Ltd./OU=Secure Digital Certificate Signing/CN=StartCom Class 1 Primary Intermediate 
Server CA
   i:/C=IL/O=StartCom Ltd./OU=Secure Digital Certificate Signing/CN=StartCom Certification Authority
-----BEGIN CERTIFICATE-----tVbzhUV1O+VQHwSL5qBaPucAroXQ+/8gA2TLrQLhxpFy+KNN1t7ozD+hiqLjfDen-----END CERTIFICATE-----
---
Server certificate
subject=/C=UA/CN=demo-srv.webitel.com/emailAddress=chuchko@it-sfera.com.ua
issuer=/C=IL/O=StartCom Ltd./OU=Secure Digital Certificate Signing/CN=StartCom Class 1 Primary Intermediate 
Server CA
---
No client certificate CA names sent
---
SSL handshake has read 5113 bytes and written 581 bytes
---
New, TLSv1/SSLv3, Cipher is AES256-GCM-SHA384
Server public key is 2048 bit
Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
SSL-Session:
    Protocol  : TLSv1.2
    Cipher    : AES256-GCM-SHA384
    Session-ID: C8F6693AD88FA82ED2DE49B0667BC6E67D88715C5F3A7CE072D76AD29EFB1CB4
    Session-ID-ctx:
    Master-Key: C5D3AACDE2B690ADFF1FC20C529D2E225BDB7AC1381E5AF8A6C65CC7B67319C1F82C3816685E8EE73EDAE8155D72A33E
    Key-Arg   : None
    Krb5 Principal: None
    PSK identity: None
    PSK identity hint: None
    TLS session ticket lifetime hint: 300 (seconds)
    TLS session ticket:
    0000 - 3f 5a f8 d5 39 eb 0f 1a-d9 79 f0 60 a4 6f 25 13   ?Z..9....y.`.o%.
    0010 - 64 d8 ac a9 de 32 af cf-e6 fe e5 05 99 86 46 5a   d....2........FZ
    0020 - e7 68 11 1d 50 d2 89 5f-ab e7 fe 3f ad 31 a9 62   .h..P.._...?.1.b
    0030 - 05 b5 4c 46 7e a6 4f c2-b1 e1 24 bd 5b 87 52 73   ..LF~.O...$.[.Rs
    0040 - ae 29 e3 dc 89 8a b3 53-32 56 eb 1a 84 8f 7a c9   .).....S2V....z.
    0050 - b9 5f ec 93 21 87 48 d7-d3 f3 6a cd 25 9a bb e7   ._..!.H...j.%...
    0060 - 0f c2 40 27 ea 28 0c a5-e7 7d 1b c4 ff cf 6c 7e   ..@'.(...}....l~
    0070 - 11 db 58 10 8d 5d ee 45-0f 04 29 f2 3f 78 1e 09   ..X..].E..).?x..
    0080 - c1 ea e5 bc e7 1b 30 b0-7b 4a 51 c3 3b 9a fe bb   ......0.{JQ.;...
    0090 - f4 c9 75 66 62 fe ad 78-8d d0 3d 76 4e 59 6c d4   ..ufb..x..=vNYl.
    Start Time: 1412057396
    Timeout   : 300 (sec)
    Verify return code: 0 (ok)
---
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