StartSSL  wss?

(D DEPRECATED

Webitel 3.1: StartSSL wss

SSL  www.startssl.com

(D StartSSL.

( demo-srv.webitel.com) Private Key, Certificate Class 1 Intermediate Server CA.

1. /opt/webitel/certs

2. Private Key /opt/webitel/certs/wss.key

3. Certificate /opt/webitel/certs/wss.crt

4. Class 1 Intermediate Server CA: wget https://www.startssl.com/certs/sub.classl.server.ca.pem
webitel

1. pfx webitel:

openssl pkcsl2 -export -in wss.crt -inkey wss.key -out certificate.pfx -certfile sub.classl.server.ca.pem

2. certificate.pfx webitel : /opt/webitel/srv/Webitel.EventWebSocket.addin

Webitel.EventWebSocket.addin

<section name="config">
<set type="setup" nanme="listen-ip" val ue="Any"/>
<set type="setup" nane="listen-port" val ue="6871"/>
<set type="setup" name="max-connect-count" val ue="100"/>
<set type="setup" nane="nmmx-request-Iength" val ue="100000"/>
<set type="setup" nane="json-format-indent" val ue="true"/>
<set type="setup" nanme="security" value="tls"/>
<set type="setup" nane="certificate" value="/opt/webitel/certs/certificate.pfx"/>
<set type="setup" nanme="password" val ue="itsferapassl"/>
</ section>

3. webitel
4. , C:

openssl s_client -showcerts -connect denp-srv.webitel.com 6871

CONNECTED( 00000003)

depth=0 C = UA, CN = denp-srv.webitel.com enail Address = chuchko@t-sfera.comua
verify error:num20: unable to get local issuer certificate

verify return:1

depth=0 C = UA, CN = denp-srv.webitel.com enail Address = chuchko@t-sfera.comua
verify error:num=27: certificate not trusted

verify return:1

depth=0 C = UA, CN = denp-srv.webitel.com enmail Address = chuchko@t-sfera.comua
verify error:num21: unable to verify the first certificate

verify return:1


https://www.startssl.com/
https://www.startssl.com/certs/sub.class1.server.ca.pem
https://www.startssl.com/certs/sub.class1.server.ca.pem
https://docs.webitel.com/pages/viewpage.action?pageId=34963464

Certificate chain

0 s:/ C=UA/ CN=denp-srv. webi tel.com emai | Addr ess=chuchko@t - sfera.com ua

i:/CalL/C=StartCom Ltd./OU=Secure Digital Certificate Signing/CN=StartCom Class 1 Primary |Internediate

Server CA
----- BEG N CERTI FI CATE- - - - -
M | GRj CCBS6gAW BAgl DEyL6MAOGCSqGSI b3 DQEBOWUAM GVME wCQYDVQQGEWJI J
TDEWWBQGALUEChMNU3RhcnRDb20g THRKLj Er MCKGALTUECXM U2Vj dXJI | ERpZ2I 0
YW QVydd maVWhdGUgU21 nbm uZz E4MDYGALUEAX My UBRnCcnRDb20g@xhc3My
MBBQeni t YXJ5! El udGvybWkaWFOZSBTZXJ2ZXlI gQOEwWHhc NMIQAOTI IMTQANTI 4
Whc NMTUWOTT 3MDex N Qv BUMQs wCQYDVQQGEWJ VQTEd VBs GALUEAX MUZGVt by 1z
cnYud2Vi aXR bC5j b20xJj AkBgkghki GOWOBCQEWF2NodWNoa29AaXQx c2ZI crEu
Y29t LnVhM | Bl j ANBgkghki GCOWOBAQEFAACCABAM | BCgKCAQEAWTVngeZ3ocsZ
Ho817L2aDx| doOMNWW 8XKp+8Ada+Gru5ens1nt Em+-Lyx70YQOAS9CQ Cr qOFKOi OF
Z7j wKt KBKLXNOy B7Pt ZJbYQSoqTmmGlhxdLai Lv4d i PgFl sdnyOnr JP4i +nA9sU
ZDMCLYj lahLV3eGTGdpgbwDf 4nkouYR+5QPspk5xTe8e62YHHqy e XQuy pMPy HRq
j Znof eYrbCGol i | M xbm a0a3Yl n0OKsxcOxpJTpg0T+IW vOmmbBn+YP/ ZcCz25cz+
A5mMUDGLJ/ u3i zyRLbNO ywaHzhvJ5z8azJIwdwmdH1wW / j GQvl ougVYPnX4j | rj 45
JDgl i bntcw DAQAB04| C5j CCAul wCQYDVROTBAI WADAL Bg NVHQB EBAMCAG6 gWEWYD
VROl BAMVC Y1 KwYBBQUHAWEWHQYDVROOBBYEFF8] D AEpywk YWrbPf 51 j oLt 4HX
MB8GALUdI wQYNMBaAFCQt CNNCYs Kuf 9Bt r CPf MZC7vDi x FMOWGALUJEQQ MCOCFGRI
bWt c3J2Lndl Ym 0ZWw Y29t ggt 3ZW pdGVsLnmi\vbTCCAVYGALUdI ASCAUOWYgFJ
MAg GBre BDAECATCCATs GCy s GAQQBgbU3AQ DM | BKj AuBggr BgEFBQC CARYi aHRO
cDovL3d3dy5zdGFydHNzbC5j b20vc@saVWN5LnBkZj CBOwYl KwYBBQUHAg! wgeow
JxYgU3RhcnRDb20g@Vydd maWNhdd@ vbi BBdXRob3JpdHkwAW BARgBvVI RoaXMWy
Y2Vydd maWNhdGUgd2Fz1 @ zc3VI ZCBhY2NvenRpbncgdG8gdCGhl | ENs YXNz | DEg
VrFsaWrhdd vbi ByZXFlaXJl bwudHWb2YgdChl | FNOYXJ0Q29t | ENBI HBvbd |
eSwgcnVsaWFuY2Ugb25seSBnb 31 gdGhl | G udGVuZGvkl HB1lcnBvc2UgaWigY29t
cGxpYW5j ZSBvZi B0aGUgcmvseW uZy BwYXJ0eSBv YnkpZ2F0aWducy 4wNQYDVROf
BCAWLDAqoCi gJoYkaHROcDovL2NybC5zdGFydHNzbC5j b20vY3JOMS1j cmnwuY3Js
M GOBggr BgEFBQec BAQSBg TB/ MDk GCCs GAQUFBz ABhi 1odHRWQO 8vb2Nzc C5zdGFy
dHNzbC5j b20vec3Vi L2Ns YXNzMS9zZXJ2ZXI vY2EwWQg Yl KwYBBQUHVAKGNThOdHAG
Ly9haWEuc3RhcnRzc2wuY29t L2Nl cnRzL3NLYi 5j bGFzczEuc2Vydnvy LmNhLmNy
dDAj BgNVHRI EHDAahhhodHRWO 8vd3d3LnNOYXJ0c3NsLm\vbS8wDQYJKoZI hveN
AQELBQADggEBAJE2K20FdadeZK7wkL2Qs Hpa3AQt aR1nBTI Osn5C DCal f bGH14H
uNeuqgSunchj Cga+HcBxal Obl | 8X3i q7ATCoDOVMDGRSWePZoxaNdN4AFunAei 7A4nf
wSzj pPt FxZ08aqgN8x TNOOKEHI pMkf PyvXuXVhzVI p7i bf r yj wy FSRPKbRgP+HSE
ki r F27bNz Z8Pe 1 Af WLk mvML50Vb6pG+nASR32Bk Cai g3r eZqWFs TUPsj ABTp8GH
PUbl oZol | yElyHo2zt PSCbLRDkFJI5D+onK2okol J50f U7CcOYR4equHzvVK TYcy K
YW X6 TAOr A9C5Re GYKUTHKUN7nnf YZJynaQ=
————— END CERTI FI CATE- - - - -
Server certificate
subj ect =/ C=UA CN=denDp- srv. webi t el . cont enai | Addr ess=chuchko@'t - sfera. com ua
i ssuer=/C=I L/ O=Start Com Ltd./OU=Secure Digital Certificate Signing/ CN=StartCom C ass 1 Primary Internediate
Server CA

No client certificate CA nanes sent

SSL handshake has read 1740 bytes and witten 589 bytes
New, TLSv1l/SSLv3, Cipher is AES256- SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Conpr essi on: NONE

Expansi on: NONE

SSL- Sessi on:
Protocol : TLSvl
Ci pher . AES256- SHA

Session-1D:

Sessi on- 1 D-ct x:

Mast er - Key: 3819079D8181F4624ABB65F2CDOD6F6842F93AF4670DF63486297010B6C6AB72ECS508DF591D23596A976E4C2CAFF98B9
Key- Arg : None

Krb5 Principal: None

PSK i dentity: None

PSK identity hint: None

Start Time: 1411737613

Ti neout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)

read: errno=0



WebRTC

1. pem FreeSWITCH:

cat wss.crt wss. key sub.classl. server.ca.pem > wss. pem
cp wss.pemdtls-srtp. pem

2. wss.pem FreeSWITCH : /opt/webitel/switch/conf/sip_profiles/internal.xml

<param name="tl|s-cert-dir" value="/opt/webitel/certs"/>
<par am name="wss- bi ndi ng" val ue=":7443"/>

3. FreeSWITCH
4 -

openssl s_client -showcerts -connect denp-srv.webitel.com 7443

CONNECTED( 00000003)

depth=2 C = IL, O= StartComLtd., QU = Secure Digital Certificate Signing, CN = StartCom Certification
Aut hority

verify return:1

depth=1 C =1L, O= StartComLtd., OU = Secure Digital Certificate Signing, CN = StartCom d ass 1 Prinary
Intermedi ate Server CA

verify return:1

depth=0 C = UA, CN = denp-srv.webitel.com enail Address = chuchko@t-sfera.comua

verify return:1

Certificate chain

0 s:/C=UA/ CN=denp-srv. webi tel.com emai | Addr ess=chuchko@t-sfera.comua

i:/CalIL/C=StartCom Ltd./OU=Secure Digital Certificate Signing/CN=StartCom Class 1 Prinmary |Internediate

Server CA
————— BEA N CERTI FI CATE- - - - -
M | GRj CCBS6gAW BAgIl DEyL6MAOGCSqGSI b3 DQEBOMUAM GVMIs wCQYDVQQGEWJI J
TDEWVBQGALUEChMNU3RhcnRDb20gTHRKLj Er MCKGALUECXM U2V] dXJI | ERpZ2] 0
YW Q@Vydd maVWWhdGUgU2!l nbm uZz EANMDYGALUEAX M/ U3RhcnRDb20g@xhc3My
MSBQemi t YXJ51 El udGvybWkaWFOZSBTZXJI2ZXI gQOEWHhc NMIQaOTI TMTQAMNTI 4
Whe NMTuwOT 1 3VDexNj Qv BUMRQs wCQYDVQQGEWJ VQTEd MBs GALUEAXMJUZGVt by 1z
cnYud2Vi aXRl bC5j b20xJj AkBgkghki GQWOBCQEWF2NodWNoa29AaXQ c2ZI cnEu
Y29t LnVhM | Bl j ANBgkghki GOWOBAQEFAACCABAM | BCgKCAQEAWTVgeZ3ocsZ
Ho817L2aDx| doOVNWY 8XKp+8Ad4a+Gvu5enslnt EmrLyx70YOAS9CQv Cr qOFKOi OF
Z7j wKt KBKLXNOyB7Pt ZIJbYQ@SoqTrmmGLhxdLai Lv4d i PgFl sdnyOnr JP4i +nA9sU
ZDMCLy| 1ahLV3eGTGdpgbwDf 4nkouYR+5QPs pk5x Te8e62YHHqy e XQuy pMPy HRg
j Znof eYrbGol i | M xbm a0a3Y!l nOKsxcOxpJTpg0T+IW vOmmbBn+YP/ ZcCz25cz+
A5MUDGLJI/ u3i zyRLbNO ywaHzhvJ5z8az Jw3wmdHLw/ / j GQvl ougVYPnX4j I rj 45
JDgl i brcewl DAQAB04| C5) CCAul wCQYDVRO TBAI WADAL Bg NVHQB EBAMCA6 gWEWYD
VROl BAMAVC Yl KwYBBQUHAWEWHQYDVROOBBYEFF8] DW AEpywk YWrbPf 51 j oLt 4HX
VB8GALUdI wQYNMBaAFCQt CNNCYs Kuf 9Bt r CPf MZC7vDi x FMOWGALTUJEQQ MCOCFGRI
bWt c3J2Lndl Ym 0ZWw Y29t ggt 3Z\W pdGVsLm\vbTCCAVYGALUdI ASCAUOWggFJ
MAg GBe BDAECATCCATs GCy s GAQQBgbU3AQ DM | BKj AuBggr BJEFBQc CARYi aHRO
cDovL3d3dy5zdGFydHNzbC5j b20vc@saVW5LnBkZj CBOwYl KwYBBQUHAg! wgeow
JxYgU3RhcnRDb20g@Vydd maVWWhd@ vbi BBdXRob3JpdHkwAwW BARgBvI RoaXMy
Y2Vydd maWNhdGUgd2Fz1 d zc3VI ZCBhY2NvenmRpbncgdG8gdGhl | ENsYXNz | DEg
VnFsaWrhdd vbi ByZXFlaXJdl bW/udHWb2YgdGhl | FNOYXJOQ29t | ENBI HBvbd j
eSwgcnVsaWFuY2Ugb25seSBnb 31 gdGhl | G udGVuZGvkl HB1lcnBvc2UgaWigY29t
c&XpYW5j ZSBvZi B0OaGUgcnVseW uZy BwYXJ0eSBv YnkpZ2F0aWucy 4wNQYDVROf
BCAWLDAqoCi gJoYkaHROcDovL2NybC5zdGFydHNzbC5j b20vY3J0MS1j cmmuiY3Js
M GOBggr BgEFBQc BAQSBgTB/ MDk GCCs GAQUFBz ABhi 10dHRWQO 8vb2Nzc C5zdGFy
dHNzbC5j b20ve3Vi L2Ns YXNzMS9zZXJ2ZXI vY2EwQg Yl KwYBBQUHVAKGNMhOdHAG
Ly9haWEuc3RhcnRzc2wuY29t L2N cnRzL3N1Yi 5) bGFzczEuc2VydnmVy LmNhLimiNy
dDAj BgNVHRI EHDAahhhodHRwWO 8vd3d3LnNOYXJ0c3NsLm\vbS8wDQYJKoZI hveN
AQELBQADggEBAJE2K20Fdad4eZK7wkL2Qs Hpa3AQ aRLNBTI Qsn5Ci DCal f bGH14H
uNeuqgSunchj Cga+HcBxal 0Obl | 8X3i q7ATCoDOMDGRSWePZoxaNdN4AFunAei 7A4nt



wSzj pPt FxZ08aqgN8x TNOOKEHI pMkf PyvXuXVhzVI p7i bf r yj wy FSRPKbRqP+HSE
ki r F27bNzZ8Pe 1 Af WLk mvML50Vb6pG+nASR32Bk Cai g3r eZqWFs TUPsj ABTp8GH
PUbl oZol | yElyHo2zt PSGbLRDkFJI5D+onK2okol J50f U7CcOYR4equHzvVK TYcy K
YWB X6 TAOr A9C5Re GYKUTHKUN7nnf YZJynaQ=
----- END CERTI FI CATE- - - - -

1 s:/CalL/O=StartCom Ltd./OU=Secure Digital Certificate Signing/CN=StartCom Cdass 1 Prinary Internediate
Server CA

i:/CalIL/C=StartCom Ltd./QU=Secure Digital Certificate Signing/CN=StartCom Certification Authority

----- BEG N CERTI FI CATE- - - - -
M | GNDCCBBy gAW BAgl BGDANBgk ghki GIw0BAQUFADBI Ms WwCQYDVQQGEW]I J TDEW
MBQGALUEChMNU3RhcnRDb20g THRKLj Er MCkGALUECXM U2V} dXJI | ERpZ2] 0YWhg
Q@Vydd maVWhdGUgU2I nbm uZz EpMCc GALTUEAXMyU3RhcnRDb20g@Vydd maVWh
dd vbi BBdXRob3JpdHkwHhc NVDex VDI OM A1INDE3WAcNMTcx VDI OM ALNDE3W CB
j DELMAK GA1UEBhMCSUwx Fj AUBgNVBAOTDVNOYXJOQR9t | Ex0ZCAXxKz ApBgNVBAS T
Il NI Y3VyZSBEaWipdGFs| EN cnRpZm j YXRI | FNpZ25pbntx ODA2BgNVBAMIL1NO
YXJ0Q9t | ENs YXNz| DEgUHIpbWFyeSBJbnRI cmill Z4d hdGUgU2Vydny| ENBM | B
I j ANBgkghki GOWOBAQEFAACCABAM | BCgKCAQEAL onGr GBJUngHr JJj OPREGBI E
gFYf ka7hh/ oy ULTTRwWbwsgdf cAAQ@x3AzhA2NI VaD5Ksg8asWrI / uj j o/ CenJQJIA
pgh2wdJuni pt TTO9UYSAK21neOn1lj sz5@F vohUR] Xz TCnv QduCGBCHt Pn66+6 CPAW
kvek3AowHpNz/ gf K11+AnSJYUg4G&ouH 2masCr Y6oPSvf Nx23BaKA+vW hwRRI /
ME3NOG8X5Q LoKI dSKgx YVDLNMD8XMVLEBDA] JVWAWNI / r JsPnl O7hxDKsl | DI ¢5
xDEhyBDBLI f +VJVSH11 8 VRKbf +f AoKVZ1eKPPvDVqOHXc DGpxLPPr 21 TLwbOpw D
AQABo4| Br TCCAakwDWYDVROTAQH BAUWAWEB/ z AOBgNVH@BBAf 8 EBAMCAQYWHQYD
VROOBBYEFCQt CNNCYs Kuf 9Bt r CPf MZC7vDi x FMB8GALUdI wQYMBaAFE4L7xgk QFul
F2mHMVb 0aEPQQa 7y MGYGCCs GAQUFBWEBBFowWDANBggr Bg EFBQC wAYYbaHROc Dov
L29j c3Auc3RhcnRzc2wuY29t L2NhMCOGCCs GAQUFBz AChi FodHRwG 8vd3d3LnNO
YXJ0c3NsLmM\vbS9zZnN YS5) ¢nQmWWYDVROf BFQMJj AnoCWjl 4YhaHROcDovL3d3
dy5zdGFydHNzbC5j b20vc2Zz Y2EuY3JsMCegJaAj hi FodHRwO 8vY3JsLnNOYXJ0
c3NsLm\vbS9zZnN YS5j cmmg YAGALUdI AR5 MHe wd QYLKWYBBAGBt Tc BAGEWZ] Au
Bggr BgEFBQCc CARYi aHROcDovL3d3dy5zdGFydHNzbC5) b20vc@saWNs5LnBkZj A0
Bggr BgEFBQc CARYoaHROcDovL3d3dy5zdGFydHNzbC5j b20vaWs0ZXJt ZWRp YXRI
LnBkZj ANBgkghki GOWOBAQUFAACCAgEAI Q JPqW buALi 0j aMJ2P91ZXouHTYI f p
t VbzhUV10+VQHWSL5qBaPuc Ar oXQ+ 8gA2TLr QLhxpFy+KNN1t 70zD+hi gLj f Den
xk+PNdb01miGe90h2c9W 8swl kn+i QTzheWj8ecf 6 HWQTA35Rv d CNPd FWAWRDYSw
xt pdPvkBnuf h2]l WWvnQce/ xNFE+sf | VHf XvOpQLJHpXo9xLBzP92pi VHOPN1INb6X
t 1gW66pced sUzCv6gRNz Kk C4/ C2BBL2M.ERPZBOVMIX3Dx DX3M670uvh+v2/ mi |
RHLqOgf GabDBoYvvFONXYbFFSF871 CHpW LMBNf pM ULFWE7epTj 69n8f 5SuauNi
YpaoZHy4h/ QZMn6Sol K+u/ hl z8nyMPyLweKni t df i eFcNI D1j OcHL7SRv7G f 1 9L
W Bbny SGBVFaaQNl Q0I xxeBvI DRr 9hvYgbBM | Prj 0j f yj OLSPo2ShpTpj MVDI nN
SRXNi TE8K MBy 12VLUj WKRhFEU T2 OKGWPnme XAhEKa2wNREul U640uc QP 2Eg7PD
WUTSxv0JS3QI3f GzOxk+gA2i CxnwOXf Fwg/ i | 9t h4dplchi CISS4j ar Ji WWMDNn6+L
p/ Ei O h94pDQehn7Skzj Onlf SoMD7Sf W 55r j bRZot nvbl | p3XUZPDIMEI 3vu3Un
0gq6Dp6j ON6C=
----- END CERTI FI CATE- - - - -

2 s:/C=lL/O=StartCom Ltd./ OU=Secure Digital Certificate Signing/ CN=StartCom C ass 1 Primary Internmedi ate
Server CA

i:/CalIL/C=StartCom Ltd./OU=Secure Digital Certificate Signing/CN=StartCom Certification Authority

————— BEG N CERTI FI CATE- - - - -
M | GNDCCBBy gAW BAgl BGDANBgkghki GOw0 BAQUFADBIMQs wCQYDVQQGEW] J TDEW
MBQGALUEChMNU3RhcnRDb20gTHRKLj Er MCKGALUECXM U2Vj dXJI | ERpZ2l 0YWhg
Q@Vydd maVWhdGUgU2l nbm uZz EpMCc GALUEAX MJU3RhcnRDb20gQ@2Vydd maVh
dd@ vbi BBdXRob3JpdHkwHhc NVDex VDI OM A1INDE3WhcNMTcx VDI OM ALNDE3W CB
j DELMAK GA1UEBhMCSUwx Fj AUBgNVBAOTDVNOYXJOQ9t | EX0ZC4AxKz ApBgNVBAS T
Il NI Y3VyZSBEaWIpdGFs| ENl cnRpZm j YXRI | FNpZ25pbntx ODA2BgNVBAMTL1NO
YXJI0Q29t | ENs YXNz I DEgUHIpbWFyeSBJbnRl cmill ZG hdGUgU2VydnVy| ENBM | B
I j ANBgkghki GOWOBAQEFAACCABAM | BCJKCAQEAt onGr GBJUngHr JJj OPREGBI E
gFYf ka7hh/ oy ULTTRWbwSgdf cA4Q@x3AzhA2NI VaD5Ksg8asWFI / uj j o/ CenJQIA
pgh2wdJuni pt TTOUYSAK21neOnlj sz5GF vohURj] Xz TCnv QduBCHt Pn66+6 CPAW
kvek3AowHpNz/ gf K11+AnSJYUg4G2ouH 2masCr Y6oPSv T Nx23BaKA+vW hwRRI /
ME3NO68X5Q LoKI dSKagx YVDLNMD8XMVLEBDA] JVWAWNI / r JsPnl O7hxDKsl | DI ¢5
xDEhyBDBLI f +VJVSH1l 8MRKbf +f AoKVZ1eKPPvDVqOHXc DGpx LPPr 21 TLwbOpw D
AQAB04| Br TCCAakwDWYDVROTAQH BAUWAWEB/ z AOBgNVHQBBAF 8 EBAMCAQYWHQYD
VROOBBYEFQt CNNCYs Kuf 9Bt r CPf MZC7vDi x FMB8GALUdI wQYMBaAFE4AL7xgk QFul
F2nmHMVb 0aEPQQa 7y MGYGCCs GAQUFBWEBBFowWDANBggr Bg EFBQCwAYYbaHROc Dov
L29j c3Auc3RhcnRzc2wuY29t L2NhMCOGCCs GAQUFBz AChi FodHRwG 8vd3d3LnNO
YXJ0c3NsLmM\vbS9zZnN YS5j cnQWWYDVROf BFQMJj AnoCWjl 4YhaHROcDovL3d3
dy5zdGFydHNzbC5j b20vc2ZzY2EuY3JsMCegJaAj hi FodHRwWO 8vY3JsLnNOYXJ0
¢c3NsLm\vbS9zZnNj YS5j cmmvg YAGALUdI AR5 MHe wd QYLKWYBBAGBt Tc BAGEWZ] Au
Bggr BgEFBQc CARYi aHROcDovL3d3dy5zdGFydHNzbC5j b20vc@saWNs5LnBkZj A0
Bggr BgEFBQc CARYoaHROcDovL3d3dy5zdGFydHNzbC5) b20vaWb0ZXJt ZWRp YXRI
LnBkZj ANBgkghki GOWOBAQUFAACCAgEAI Q JPgW buALi 0j aMJ2P91ZXouHTYI f p



t VbzhUV10+VQHWSL5qBaPuc Ar oXQ+ 8gA2TLr QLhxpFy+KNN1t 70zD+hi gLj f Den
xk+PNdb01miGe90h2c9W 8swl kn+i QTzheWj8ecf 6 HWQTA35Rv d CNPd FWAWRDYSw

xt pdPvkBnuf h2l WvnQece/ xNFE+sf | VHf XvOpQLJIHpXo9xLBzP92pi VHOPN1INb6X

t 1gW66pced sUzCv6gRNz Kk C4/ C2BBL2M.ERPZBOVMIX3Dx DX3M670uvh+v2/ mi |

RHLqOgf GabDBoYvvFONXYbFFSF871 CHpW LMBNf pM ULFWE7epTj 69n8f 5SuauNi

YpaoZHy4h/ OZVnh6Sol K+u/ hl z8nyMPyLweKn t df i eFcNI D1j OcHL7SRv7G f1 9L

W Bbny SGBVFaaQNl Q0I xxeBvI DRr 9hvYgbBM | Prj 0j f yj OLSPo2ShpTpj MWDI nN

SRXNi TE8k MBy 12VLUj WKRhFEU T2 OKGWPnme XAhEKa2wNREul U640uc QPl 2Eg7PD
WuTSxv0JS3QI3f GzOxk+gA2i CxnwOOXf Fwg/ i | 9t h4dplchi CISS4j ar Ji WWMDNn6+L

p/ Ei O h94pDQehn7Skzj Onlf SoMD7Sf W 55r j bRZot nvbl | p3XUZPDIMEI 3vu3Un

0gq6Dp6j ON6C=

----- END CERTI FI CATE- - - - -

Server certificate

subj ect =/ C=UA/ CN=denDp- srv. webi t el . conf enai | Addr ess=chuchko@'t - sf era. com ua
i ssuer=/C=I L/ O=StartCom Ltd./OU=Secure Digital Certificate Signing/ CN=StartCom C ass 1 Primary Internedi ate
Server CA

No client certificate CA names sent

SSL handshake has read 5113 bytes and witten 581 bytes
New, TLSv1/SSLv3, G pher is AES256- GCM SHA384

Server public key is 2048 bit

Secure Renegotiation IS supported

Conpr essi on: NONE

Expansi on: NONE

SSL- Sessi on:
Protocol : TLSv1.2
Ci pher : AES256- GCCM SHA384

Session-1 D C8F6693AD88FA82ED2DE49B0667BC6E67D88715C5F3A7CE072D76AD29EFB1CB4

Sessi on- 1 D-ct x:

Mast er - Key: C5D3AACDE2B690ADFF1FC20C529D2E225BDB7AC1381E5AFBAG6C65CC7B67319C1F82C3816685E8EE73EDAE8155D72A33E
Key- Arg : None

Krb5 Principal: None

PSK i dentity: None

PSK identity hint: None

TLS session ticket lifetime hint: 300 (seconds)

TLS session ticket:

0000 - 3f 5a f8 d5 39 eb Of 1la-d9 79 fO 60 a4 6f 25 13 ?Z..9....y. .0%

0010 - 64 d8 ac a9 de 32 af cf-e6 fe e5 05 99 86 46 5a d....2........ Fz
0020 - e7 68 11 1d 50 d2 89 5f-ab e7 fe 3f ad 31 a9 62 .h..P.._...2.1.b
0030 - 05 b5 4c 46 7e a6 4f c2-bl el 24 bd 5b 87 52 73 . LF~.O0..%.[.Rs
0040 - ae 29 e3 dc 89 8a b3 53-32 56 eb la 84 8f 7a c9 ) S2V....z.
0050 - b9 5f ec 93 21 87 48 d7-d3 f3 6a cd 25 9a bb e7 . VUH L %,
0060 - Of c2 40 27 ea 28 Oc a5-e7 7d 1b c4 ff cf 6¢c 7e L@ ()~
0070 - 11 db 58 10 8d 5d ee 45-0f 04 29 f2 3f 78 1le 09 X L]V E L) ?2X
0080 - c1 ea e5 bc e7 1b 30 b0O-7b 4a 51 c3 3b 9a fe bb ...... 0.{JQ ;...
0090 - f4 c9 75 66 62 fe ad 78-8d dO 3d 76 4e 59 6¢ d4 ..ufb..x..=vNYl.
Start Tinme: 1412057396

Ti neout : 300 (sec)

Verify return code: 0 (ok)

® Elasticsearch read-only?
® bpm'online on-site HTTPS
® StartSSL wss

. Chrome Ubuntu Linux

® http Chrome webrtc


https://docs.webitel.com/pages/viewpage.action?pageId=112852994
https://docs.webitel.com/pages/viewpage.action?pageId=72712201
https://docs.webitel.com/pages/viewpage.action?pageId=34963464
https://docs.webitel.com/pages/viewpage.action?pageId=72220675
https://docs.webitel.com/pages/viewpage.action?pageId=75104274
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